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Abstract of the contribution: this paper proposes to add a solution to support authentication and authorization for UAV and UAV Controller.
Discussion
The intention of KI#2 and KI#3 is to support UAV and UAVC authentication and authorization. In this solution, NSSAA mechanism is re-used for UAV and UAVC authentication and authorization with the following differences:
-	NSSAAF/NEF/SCEF could be used to transfer authentication and authorization messages between AMF/MME and UTM.
-	The AMF selects UTM to perform the authentication and authorization procedure based on UAV/UAVC ID and local configuration, i.e. the mapping between the UTM information (e.g. UTM ID) and UTM address. The UTM information is included in the UAV ID and UAVC ID. The AMF provides the UTM address to NSSAAF/NEF/SCEF.
-	The AMF triggers the UAV/UAVC authentication and authorization during Registration procedure. The failure of the UAV/UAVC authentication and authorization leads to the failure of Registration procedure.
-	The authentication and authorization procedure between UAV/UAVC and UTM is out of scope of 3GPP and is transparent to AMF and NSSAAF/NEF/SCEF. The UTM notifies the result of authentication and authorization to AMF/MME via NSSAAF/NEF/SCEF.
[bookmark: _GoBack]Proposal
It is proposed to add a new solution for KI#2 and KI#3 to support authentication and authorization of UAV and UAVC.
First change
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Table 6.0-1: Mapping of Solutions to Key Issues
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Second change
6.X	Solution #X: UAV and UAV Controller authentication and authorization
6.X.1	Introduction
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]This solution addresses the authentication and authorization of UAV and UAVC in KI#2 and KI#3.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: _Toc25971120][bookmark: _Toc25971364][bookmark: _Toc26360288][bookmark: _Toc26360357][bookmark: _Toc30640002][bookmark: _Toc31274606]6.X.2	Functional Description
In this solution, NSSAA mechanism is re-used for UAV and UAVC authentication and authorization with the following differences:
-	NSSAAF/NEF/SCEF could be used to transfer authentication and authorization messages between AMF/MME and UTM.
-	The AMF selects UTM to perform the authentication and authorization procedure based on UAV/UAVC ID and local configuration, i.e. the mapping between the UTM information (e.g. UTM ID) and UTM address. The UTM information is included in the UAV ID and UAVC ID. The AMF provides the UTM address to NSSAAF/NEF/SCEF.
-	The AMF triggers the UAV/UAVC authentication and authorization during Registration procedure. The failure of the UAV/UAVC authentication and authorization leads to the failure of Registration procedure.
-	The authentication and authorization procedure between UAV/UAVC and UTM is out of scope of 3GPP and is transparent to AMF and NSSAAF/NEF/SCEF. The UTM notifies the result of authentication and authorization to AMF/MME via NSSAAF/NEF/SCEF.

6.X.3	Procedures
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]6.X.3.1	UAV and UAVC authentication and authorization in 5GS

 
Figure 6.x.3.1-1: UAV and UAV Controller tracking based on eLCS mechanism
1.	UAV/UAVC sends Registration Request to AMF. The message includes UAV ID/UAVC ID.
2.	The steps 2-14e in Registration procedure in clause 4.2.2.2.2 in TS 23.502 are performed.
3.	Based on subscription, the AMF triggers the UAV authentication and authorization. The AMF selects UTM based on UAV ID/UAVC ID and local configuration. The UAV ID/UAVC ID includes UTM information. The UTM information and related UTM address is configured in the AMF.
4.	The AMF invokes Nnssaaf_UAV_Authenticate Request /Nnef_UAV_Authenticate Request (UTM address, UAV ID/UAVC ID, GPSI) to NSSAAF/NEF.
5.	The NSSAAF/NEF sends UAV authentication request (UAV ID/UAVC ID, GPSI) to UTM.
6.	The UTM sends UAV authentication response (Container, GPSI) to the NSSAAF/NEF.
7.	The NSSAAF/NEF sends Nnssaaf_UAV_ Authenticate response/Nnef_UAV_ Authenticate response (Container, GPSI) to the AMF.
8.	The AMF sends NAS MM Transport (Container) to UE.
9.	The UE sends NAS MM Transport (Container) to the AMF.
10.	The AMF sends Nnssaaf_UAV_Authenticate request/Nnef_UAV_Authenticate request (Container, GPSI) to the NSSAAF/NEF.
11.	The NSSAAF/NEF sends UAV authentication request (Container, GPSI) to UTM.
12.	The UTM sends UAV authentication response (Container, GPSI, result) to the NSSAAF/NEF. The result is the authentication and authorization result indicating success or failure.
13.	The NSSAAF/NEF sends Nnssaaf_UAV_Authenticate Response/Nnef_UAV_Authenticate Response (Container, GPSI, result) to the AMF.
14.	The AMF sends NAS MM Transport (Container) to the UE.
15.	The step is performed when the result indicates success. The step is same as the steps 15-19c in registration procedure in clause 4.2.2.2.2 in TS 23.502.
16.	The AMF sends Registration Accept to UE if the result indicates success. Otherwise, the AMF sends Registration Reject to the UE.
6.X.3.2	UAV and UAVC authentication and authorization in EPS
The procedure is similar as the procedure in clause 6.X.3.1 with the following differences:
-	The AMF is replaced by MME.
-	The NSSAAF/NEF is replaced by NSSAAF/SCEF.
-	The step 1 is the Attach Request message.
-	The step 2 is the same as the steps 2-6 in E-UTRAN Initial Attach in clause 5.3.2.1 in TS 23.401.
-	The Nnssaaf_UAV_Authenticate Request/Response/Nnef_UAV_Authenticate Request/Response message is replaced by UAV Authenticate Request/Response.
-	The step 15 is the same as the steps 7-16 in E-UTRAN Initial Attach in clause 5.3.2.1 in TS 23.401.
-	The step 16 is the Attach Accept/Reject message.
6.X.4	Impacts on Existing Nodes and Functionality
AMF: 
-	Selects UTM based on UAV/UAVC ID and local configuration.
-	Triggers the UAV/UAVC authentication and authorization and transfers the related messages.
-	Receives the result of UAV/UAVC authentication and authorization and accepts/rejects the registration based on the result.
NSSAAF/NEF/SCEF:
-	Transfer the UAV/UAVC authentication and authorization messages between AMF/MME and UTM.
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2. steps 2-14e in registration procedure in clause 4.2.2.2.2 in TS 23.502
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15. steps 15-19c in registration procedure in clause 4.2.2.2.2 in TS 23.502
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2. steps 2-14e in registration procedure in clause 4.2.2.2.2 in TS 23.502
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